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The KTS family of RFID readers can be controlled via the serial interface using some simple AT
commands. Although part of the command set looks like the Hayes command set, in general there is
no compatibility to the Hayes command set or the V.250 standard.

1.1  Usage and Disclosure Restrictions

License Agreements

The software described in this document is the property of KTS. It may only be used in accordance
with the terms of an agreement between KTS and its licensee.

Copyrighted Materials

Software and documentation are under copyright of KTS. Making unauthorized copies is prohibited
by law. No part of the software or documentation may be reproduced, transmitted, transcribed,
stored, or translated into any language or computer language, in any form or by any means, without
prior written permission of KTS.

High Risk Materials

Components, units, or third-party products used in the product described herein are NOT fault-
tolerant and are NOT designed, manufactured, or intended for use as on-line control equipment in
the following hazardous environments requiring fail-safe controls: the operation of Nuclear Facilities,
Aircraft Navigation or Aircraft Communication Systems, Air Traffic Control, Life Support, or Weapons
Systems ("High Risk Activities"). KTS and its supplier(s) specifically disclaim any expressed or implied
warranty of fitness for such High Risk Activities.
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1.2  Applicability Table
In general the AT commands are applicable to the components listed in the table below. In cases where
some device or feature specific restrictions are existing they will be mentioned in the specific command

description.
Product Abbreviation Firmware Versions
KTS — SRR1356 ShortRange HF Reader SRR >3.00
KTS — MRR1356 MidRange HF Reader MRR >3.00
KTS — RFIDM1356 HF OEM Module RFID OEM >3.00
KTS — HER1356 Harsh Environment RFID HER 23.00
System
KTS — DTR1356 HF Desktop Reader DTR > 3.00
Feature Description Firmware Versions
FEATURE_14443 Enables all ISO 14443 related commands >3.00
and scanning modes
FEATURE_HID Enables the use of a reader with USB >3.00
interface as HID (keyboard) device
FEATURE_CDC Enables the use of a reader with USB > 3.00
interface as CDC (serial) device

*1) This feature is required to operate any AT Command described in this document.

1.3 Scope
This document is supposed to provide a comprehensive listing as a reference for the complete set of
AT commands supported by KTS devices mentioned in Applicability Table in Section 1.2.

1.4 Audience
Readers of this document should be familiar with KTS RFID readers and should also be able to establish
a communication between a host and a RFID reader via RS232 or USB using a terminal application.
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1.5 Document Organization

The AT commands are organized in three classes:

e Elementary Functions
e Tag Functions

e Reader Functions

1.6 Text Conventions

Danger — This information MUST be followed or catastrophic equipment failure or
bodily injury may occur.

Caution or Warning — Alerts the user to important issues about the operation of the
components. If these issues are not considered correctly the readers and end user
equipment may fail or malfunction.

Advice or Information — Provides advice and suggestions that may be useful when
integrating and operating the RFID readers.

Syntactical definitions:

<\r> Carriage return character with the default decimal value of 13. In case a terminal application is
used for e.g. testing purposes. This character must be sent after pressing the "ENTER" key.

<...> Angle brackets enclose mandatory elements. The brackets must not appear in the command line.
[...] Square brackets enclose optional elements. The brackets must not appear in the command line.

RFU: "Reserved for further use". Do not overwrite values marked as RFU in the device registers.
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2 Elementary Functions

Elementary functions comprise all basic AT commands which are intended to provide an easy access
to all KTS RFID readers and a variety of tags available on the market. These commands are identical
and mandatory for all KTS readers now and in the future.

2.1 AT+A

Command Availability See also

Description Examples
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2.2 AT+l

Command Availability See also

Description Examples
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2.3  AT+Inventory

Command Availability See also

Description Examples

2.4 AT+ISOSEL

Command Availability See also

Description Examples
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2.5 AT+Scan

Command Availability See also

Description Examples
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3 Tag Functions
The class of tag functions comprises all AT commands designed for enhanced access to specific tag
properties.

3.1 1SO 15693

3.1.1 AT+ISO15693

Command Availability See also

Description Examples

3.1.2 AT+LOCK

Command Availability See also

Description Examples
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3.1.3 AT+NDEF

Command Availability

Description Examples

Page 13 of 38

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany H“l ||||



http://www/

AT Commands Reference Guide

Rev.: 2.4

1)

3.1.4 AT+R, AT+r

Command

Description

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany

Availability

ke
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See also

Examples
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3.1.5 AT+Read

Description

KTS GmbH - Schlossstrasse 123
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Availability

Examples
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3.1.6 AT+S

Description

3.1.7 AT+W, AT+w

Command

Description

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany

{lE kTssyYSTEME

Availability

Availability

Examples

See also

Examples
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3.1.8 AT+Write

Description

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany

Availability

ke

Examples
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3.1.9 AT+WriteAFl

Command Availability See also

Description

Examples

3.2 ISO 14443

3.2.1 AT+Deselect

Command Availability See also

Description Examples
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3.2.2 AT+Select

Command Availability See also

Description Examples
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3.2.3 AT+Transceive

Command Availability See also

Description Examples

3.2.4 AT+DESFIRE

Command Availability See also

Description Examples
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3.2.5 AT+DESFIRE_FREEMEM

Description

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany

Availability
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Examples
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3.2.6 AT+DESFIRE_GETAIDS

Command Availability See also

Description Examples

3.2.7 AT+DESFIRE_GETFIDS

Command Availability See also

Description Examples

3.2.8 AT+DESFIRE_SELECTAID

Command Availability See also

Description Examples
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3.2.9 AT+DESFIRE_VERSION

Command Availability See also

Examples

Description

3.2.10 AT+ISO14443A

Command Availability See also

Description Examples
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3.2.11 AT+ISO14443B

Command Availability See also

Description Examples

4 Reader Functions

The class of reader functions contains all commands which are designed for configuration and

maintenance of the KTS RFID readers. Some of the commands are not supported by all readers. Some
may also cause damage if they are not used in the proper way!

4.1 AT+ANT

Command Availability See also

Description Examples
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4.2 AT+Config

Command Availability

Description

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany
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See also

Examples
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0x03 External Amplifier Output Power
Control Register
0x04 Scan Mode Flags Register 1
0x05 Scan Mode Flags Register 2

0x06 Proximity Sensor Sensitivity Level
Control Register

Ox0A | Antenna Multiplexer Mode

0x0B Antenna Multiplexer Physical Ports
0x0C Antenna Multiplexer Logical Ports
0x0D LED Multiplexed Mode

O0xOE LED Multiplexer Physical Ports
OxOF LED Multiplexer Logical Ports
0x80 - | HID Output Control Register

0x9f

4.2.1 Interface Mode Register (0x00)

Function: Configuration of the reader interface

Default: RFID OEM = 0x3f, MRR = 0x04, SRR = 0x01

B7 B6 B5 B4 | B3 | B2 | B1 BO

RFU HID Enable UART Enable USB Enable/USB Code

Enable/Disable | Enable/Disable | Enable/Disable USB mode,
HID mode, UART mode, | Ox1f: USB disabled,
check registers | check register | 0x00 — OxO0f: USB device code (0x01=SRR, 0x04=MRR)
0x80 — 0x9f for 0x01 for All other values: RFU
further HID further UART
settings. settings.

Caution: Changing this register might render the reader unresponsive. Change this
register with intense care. To avoid unintended changes to this register it is password
protected. Append “,iamreallysure” to the config command to set this register.

Info: The HID Enable bit is additionally protected by the FEATURE_HID and will report
an error if set without this feature.
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4.2.2 UART Config Register (0x01)

Function: Configuration of the UART interface

Default: RFID OEM = 0x05, MRR = 0x05, SRR = 0x05
B7 B6 B5 | B4 B3 | B | Bl BO
RFU Stop Bits Parity Baud rate
0: 0: none 0: 4800 baud
1stop bit | 1: odd 1: 9600 baud
2: even 2: 19200 baud
1: 3: RFU 3: 38400 baud
2 stop 4: 57600 baud
bits 5:115200 baud
26: RFU
This configuration is not applied on the virtual UART (USB-CDC).
4.2.3 RF Power & Modulation Control Register (0x02)
Function: Configuration of the output power and the modulation depth
Default: 0x04
B7 B6 B5 B4 B3 B2 Bl BO
Amp Mod Modulation Modulation TRF Modulation
1SO14443B ISO14443A Power ISO15693
The 0: 00K 0: OOK 0: half 0: 00K
modulationis | 1: ASK 10% 1: ASK 10% 1: full 1: ASK 10%
generated by | 2: ASK 22% 2: ASK 22% 2: ASK 22%
an external 3: ASK 30% 3: ASK 30% 3: ASK 30%
amplifier.
4.2.4 External Amplifier Output Power Control Register (0x03)
Function: Configuration of the output power generated by an external power amplifier
Default: SRR = 0x00, RFID OEM = 0x00, MRR = 0x0A
BZ | B | B | B4 | B | B2 | BL | BO
RF output power level generated by an external power amplifier
0x00: OW (or disabled) — Oxff: 25.5W (or max power available) (0.1W/digit)
Page 28 of 38
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4.2.5 Scan Mode Flags Register 1 (0x04)

Function: Configuration of the flags for the default scan mode 1

Default: 0x13

B7 B6 B5 B4 B3 B2 Bl BO
DATA SHORT ANT RSSI RFU TYPE AC Enable
Info:

The meaning of the fields is described in section 0 AT+Scan.

4.2.6 Scan Mode Flags Register 2 (0x05)

Function: Configuration of the flags for the default scan mode 2

Default: 0x20

B7 B6 B5 B4 B3 B2 B1 BO

1SO14443B | 1SO14443A | 1SO15693 RFU RFU RFU RFU MULTI

B5, B6, B7 activate the detection of corresponding ISO standard tags.

4.2.7 Proximity/Touch sensitivity

Function: Selects the sensitivity with which the proximity/touch sensor reports changes and
activates the RF output.

Default: 0x00

BZ | B | B5 B4 | B | B | BL | BO

n

0: Disable proximity/touch sense. The RF output is enabled by AT+RF
1...255: Enable proximity/touch sense. The RF field will be enabled, if within 50 ms a change of
n/2,56

percent was detected.

B5, B6, B7 activate the detection
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4.2.8 Antenna Multiplexer Mode (0x0A)

Function: Configuration of the antenna multiplexing mode

Default: 0x00
B7 B6 B5 B4 B3 B2 Bl BO
RFU RFU RFU RFU RFU RFU Inverse Enable
Level
0: active 0: Antenna
high Multiplexer
1: active disabled
low 1: Antenna
Multiplexer
enabled
4.2.9 Antenna Multiplexer Physical Ports (0x0B)
Function: Defines the number of physical connected antenna multiplexer ports
Default: 0x00
B7 B6 B5 B4 B3 B2 Bl BO
Number of physical connected multiplexer ports
4.2.10 Antenna Multiplexed Logical Ports (0x0C)
Function: Defines the number of logical antenna multiplexer ports
Default: 0x00
BZ | B | B | B4 | B3 | B2 B1 BO

Number of logical multiplexer ports

4.2.11 HID Output Control Register (0x80 — 0x9f)

All USB enabled KTS RFID Reader can be used as a HID Device (Boot Keyboard).

The HID Mode allows the user to customize the keystrokes sent to the USB Host when a tag is

detected.

Info:

The keyboard implements an english key layout to access most of the ASCII
characters. If the Host is set to use a keyboard with a different language setting
some ASCII characters will be mapped to a different keystroke. l.e. the ASCII ‘2’
will be mapped as ‘y’ on a german keyboard setting.
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The HID Output Control Registers are a set of 16 parameter blocks designing the format of the
output. Each parameter block consists of 2 config register (an Even and an Odd) defining the type of
the block and one 12 bit parameter.

4.2.11.1 Even HID output control

Function: Defines an output format parameter block when used in HID mode
Default: 0x00

BZ | B | B | B4 B3 | B2 | B | BO
Blocktype Parameter high

e Undefined block (0) Highest 4 bits of the 12 bits wide block

e UID block(1) parameter

e Start-of-memory block (2)

e End-of-memory, hexadecimal block (3)
e End-of-memory, direct block (4)

e Separator block (5)

e End block (15)

4.2.11.2 Odd HID output control

Function: Defines an output format parameter block when used in HID mode
Default: 0x00
BZ | B | B | B4 | B3 | B2 | B1 BO
Parameter low
Lowest 8 bits of the 12 bits wide block parameter

Beginning with the first parameter block the output is defined. If the first block is an Undefined block
(0), the default output format <UID><\r> is used. Otherwise each block appends to the output

The blocktype selects which keystrokes are sent to the USB host.

1. UID block, Parameter: ignored
The UID is passed as keyboard strokes.

2. Start-of-memory block, Parameter: Memory address in bytes
No output is generated. The start of a memory output is prepared.

3. End-of-memory block, hexadecimal, Parameter: Memory end address, last byte to output
The memory from memory start address to the end address is passed as keystrokes
representing the hexadecimal values (i.e. ‘010203040506’)

4. End-of-memory block, direct, Parameter: Memory address of the last byte to output
The memory from memory start address to the end address is passed as keystrokes for the
memory stored ASCII character.
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5. Separator block, Parameter: Character (ACSII code number) used as separator
Sends a single keystroke for the specified ASCII character
15. End block, Parameter: ignored

Example output configuration

081 | odd | 0x00 |
o83 | odd |  0x09 |
085 | oOdd |  0x00 |
087 | Odd |  0x02 |
089 | odd |  ox44 |
. 0x88 | Odd |  0x00 |
08D | Odd |  0x02 |
| O®F | Odd |  0x00 |

4.3 ATE

Command Availability See also

Description Examples
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4.4 AT+FlashUpdate!

Command Availability See also

Description Examples

4.5 ATI

Command Availability See also

Description Examples

4.6 AT+P

Command Availability See also

Description Examples
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4.7 AT+RF

Command Availability See also

Description Examples
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4.8 ATS

Command Availability See also

Description

Examples

4.9 AT+Touch?

Command Availability See also

Description Examples
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4.10 ATZ
Command Availability See also

Description Examples
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AT+A and AT+Inventory added, example for

AT+A corrected
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Contact

KTS — KOMMUNIKATIONSTECHNIK

WWW.KTS-SYSTEME.DE

& SYSTEME GmbH

info@KTS-Systeme.de

Schlossstrasse 123

D-41238

PHONE: +49 2166 9911 39
FAX: +49 2166 9911 99

Moenchengladbach, Germany

KTS GmbH - Schlossstrasse 123
41238 Moenchengladbach, Germany
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